% 7
AL
5 g
AN\ W2

",
W\

2023FEF K eI 5T & 5
20002222 O O O @

/ \ ]
R EEY AR

BOT DETECTIVE

%

7

&
\\\\\HIMI/
ZZ

%, 1952 S

//,,”””“““\\\\
Vi ak

N

yd

O

IESEIH: A5

IO IS IO




5 53 2= = I3 T F T RN = AR 7
v ///////}//‘/

EIREiER 2020.05 HAEN 122 MR Twitter_E1Y ARV 2T

XE: HENSEARNGESIOMNSIRRER  shs5aarst: HRhsARHATwitter |-
SRS

@ HPEHSEZFEREHR EM RTEMN AHER AR Gl mh

SS-C? SOCIAL SCIENCES IN CHINA PRESS

[-1-] e e = 3 S
N=RATDHE? | SEXREPERFRSHSIC
B> FEHSRISR- S5 AY 2
, PATwitter L P BSUHM eI 5 5 3 A o4 &, @
TalEEA . KSR SHEoRaHE Wi, smEe 451 R AR AL A LN R E £ A, EINKIS8,656
202240816 09:48 JKiE: (PEGLAFRZ MY onootre BramsoaT e fede. L 3 < s 2, S EAXEPAM T /SEMBILEA
l- AMHotFlash @AMHotFlash - 201925 8138 e e R 1 & -9 =¥ 2
= ATTENTION: TEXAS FARMERS: Trump is hurting us ma 1 """' = 3 1p i b= 520 fo A%
qusme IMEIR IR Hﬂxliljc& zoseas iz
E.'JH“E | AI%"E“E '31‘ xmfg'? B HRRIRIF o= iy
70 - 2020£E108 158 12:43  GINVID FOREAPP AL ST L5, T IR A 69
N FZ AT ARTr ~

THEHLETE LA E%*FMHA»LIEfUM‘}Z?% ﬂﬂﬂi

S 58 ATEERIE S RO RIS

(=R DA SE e

RInE: #HEE "H®RiE BXEEKE r

AW AL R A RS HAT LB R A Bl 5 e
St F A ANT, TASM T AIMBALBE FF, REFS
FRat s B& 5z,

ETwitter2 53R Z RT3 tlss A
HE: %E (RIE) BEEEEB/RTEDRH
T ————




7= = Rl R EAH 2 AR B

Zzz7zzzzzzzzzzzz224;

AE: =E (BPR) BEiEE =T /RTEDEH
T




%741 &£ . GAMHN

GeneraL AttriButep MuLTtipLex HETEROGENEOUS NETWORK

> BARRABRASHEL. 3EF
£ %K A % (AMHEN) & 52

> 8 AR RIA it KA R B AR S
BUAEESSFES L4

1=

8-

> B4 H 4 %P QOATNE# A
FI Ak KA AL BAR 5 AT

EHEA R

> AT Ay 2Rk I K HLAR 6 AL SR ) 26 5
> o 7 048 FE RAEAR AT M 26 T 5 AT B RIFH R R
> o A AR Y 64 B 1] 5 o2 ) A

— IR -

> JFRandom!

Walk §F ik 6948 A0 oy T8 AN 33 %, A pAf
frfe, W SRR, ARAIE R AL SR AL AR K

> X FRandomWalk J ik 494 A 4 f2 40400, ik 46 K5

a9 4L K 254
> ATHAEFAS RGN P -T %X A BOMHAHRE, AT
17 2 4fi 7 R SLGATNEAL A A 2 ) GAMHNAL & £2 43 STk AR
RESSEAE

RS ASHAE RO SRR ERR LGB, T 5
ROMURMSREALBRETINA, BHRLN—CATMARTIARTR (0
o) NEATAT. BRRDRE. SARE. THELE. DEATARLELN
pIeTe——

B TAARGAR DR LA ACHRERA, RERER
R RHAREARSE.
= AmEx
RN EXXRS T 55 A RIERR
o) -5

ETF BP HERAHZMANBANRI RS
R E

wamaT

xR

sec oo procsion el s _roca_prawe
ABRRH omi ams Gh om0k 0w ow
maRs w om ow  om om0

AR WERARRL TR B A, BRI

5 R

TR BOPEEATNTSUAIIR, BT LFRAREAARAR
TPRNTAMACORD. FURRGRL.

= wuann
BT R LR B ARK S, HERAR
asmene R

RS REE A, 3-SR REEAE.
AAROENRED. BRROMERERIAY BUSERORARE
-
MERMTE (eiver, ok, WHS) DR ATAREHERES,
ARSI LA RN LR, TRANERTUREL. FATH

PR

Az, @umE
SENDRE, AL id MUTENNAY, MARHANASHIARLENS
RAGHER, RN ERRE, B BT

FRAN AR EAT (NSRRI, -1
SRS NSRRI R.

© pratilepreperey Sub-Nervork
5 WU RENE, WAEAR MABAR, £ LSRR
AR AR O

PSR, AR ST, CETINERURTRT. AU
SRTATEFREARRABA
HRMARSAR RIS ERTLEN SRS AT RANA. B

S SRS, S WA (TR, HEND,
MEAAKS, WTERMR, CHERS. EXATERGTER ZATS—4
SEARKIERA ABRREASE. HONELN. GANE, UTNBALE
ABEEICEER ST EARNBRHTETR KTURESRS, 5%
annarE,
BEARBEE EWHBARN, 1 T LSS 15 TR
AARD, HANABBSED LCMRARSSNK, SRS, H
annzar
CLAPAREENIRTAS, SRFTALESAS
B RABASFRIETEL. ASIULEFOIRTONAR T

ISR R AN,
= mgn

. ORI fol i fol e b etk THES. HAT
~RAEN, TRERISSES, REHNRRE AN
KABSERRASU SR ARA. KLU AREA
SUERATTARAR B R, ERAERRSDAR,
5o

FHTROGRS. BIBRUCRRAR, SERRIAEE-STA ROT
SRR, ERATAHRNSHINE. ASSMATIR. BAGSANL, X

B namaamEen

s

BTG 021 EREHBLERT AN TUN ORI TIAREAS
e, BALTRAAATHG, GAHARERARKENRENES, AT
A RARANE AP BERRRS.

FT BP e 2 A AR AL A AR A A B A 2 e



2 A F

HERER G
ARTEFGHERA LY, HhiE
FREA PR, Lk ko
A AERE, BRA &AM
R &, A ACLAI AR 4
G 3 AR ik, AT
FRAE LR 0 R R AL

EERNENTETRAR
ABEARALY, 15 LTHA—

KMBLFR BT L&A 7 by e
THE a RA WAL LR 5 5B P 08897
LEHHLH T B, B2 R RN R A E A SRR

EEGEES ES il m =AY, KRR IR

A% FAI @ B A ER L, R 2405 A TAL L M2, % RME
HARRS TR H L0035 B PA A 6 G R IEAGRE

X5 &

aaset e propery Tocx [
Tk 2Em 2 suso2 assoss
weinos Aecwracy Pl oo
con oss0 ossta. 06853
oar oss4 08603 osr1
He o8z osess o695,
Sephbn omes. o863 omam
Baoon os0 oste 0wt
RoT a8 osess oeat
oursiiio CO) osaes oseos o200

12 Al 24 % 2 b

Bopr4: CDCL

Community Detection & Link Prediction

Graph Contrastive Learning

AT &L MCRAL) , ATwibot-2041 4 LRI F

Y RIERY, TR AL KB 4B (1007 AN P 5 &, 590007

Dataset 15 [ G17 | C17 | M1 | €518 | C-R-19 | BF-19 | TwiBot20 | TwiBot-22
# Human 1950 [ 1394 3474 | 8092 | 6174 | 340 | 380 | 5237 057
#Bot 3351 | 1090 [ 10894 | 42446 | 7002 | 353 | 138 | 6589 139,943
# User. 5301 | 2484 [ 14368 | 50538 [ 13276 | 693 | 5I8 | 229580 | 1000000
#lweet | 2827757 | 0 [6637615 | 0 0 0 0 88217457
#Human Tweet | 2631730 | 0| 2839361 | 0 0 0 0 81250102
#BotTweet | 196027 | 0 | 3798254 | 0 0 0 0 6,967.355
# Edge 7086134 | 0 | 6637615 | 0 0 0 0 170,185,937

CDCL: # /& @#tsu% 7

Graph Contrastive Learning

7B

#Twibot-20. Twibot-22
Lt g, FAEM
PUE T Sl D
AR HAB R % — T RO,
IRIEAR R R R A, AR
KRB H L TN

> Al

¢
tr
*
#+
kil
E
hd
&
2]
F

v

M F J§ A transformer B % £2 4% A
HGT) , #54-GON#Y {3 & tEafiLd], AR

ansformer AN & & A Auhl, EALE
RSB L, RIRE AR RS0
(s S

MBS RY, AT EEMEER
BATH M, A TPageRank it it A & &
AARIRR, B AR &N, R

AR RAL R R % b 0932 4LRe 7y,
BB A AR K B, AR
Rk, WOKOTE

Twibot-22 Baselines

XSS

A Twibot 20+ 4 HLAL £ 4%

£ RN AR, BiE
A K40 42 1A dh e AP
X R, AR RMEGT
kAt AR i — 5
BEY

CDOL # &34 AN I 47 B4 LB 8 49 2
EAe) b s FN, AR EETE
AT R B ), Ay
RN ST 04 2 A 18 0 AR,
Rt o4 AR Ee&HhmT, @i
AT, CDOLAY A 24 45 4 A A& I 4 3 X
45 432 KA SR B R %, B A
FAR A B IFET A B HR KR
B AR 2 A 0 id R A A, 3
FALK A LA 0§ bAoA S




4 ax-F: CDCL

Community Detection & Link Prediction

(
I
[

[
0
[

I
I
I
[

I
[

[
1,
I
[

I
\

r——————

Graph Contrastive Learning

peay
uonaaloid

______
Heterogeneous Graph Transformer
( P
o
=
Q""‘ e Heterogeneous Mutual . o
ag
['=}
==
Bess 23
Heterogeneous Message gs
original graph °
rAugment W predicted edge |
I Method [C® ] feature shifting |
e —
4 P
y
Lo 1P SR Heterogeneous Mutual
/Q H = Attention Layer p 3
\/ gg
Rl - 3 #
B 2 g
Heterogeneous Message S §
augmented graph °

I TER MBS AR GNNsEB EEBHM, REFIBEXENSEETNGE, &
EEERAHARZNEPNTX, EHRERNHERFEHRITLES, RAHRENINEANRBIGED.

positive pair = — 3»
negative pair = — 3

peaH
uolssfoig

Contrastive Loss




FERERSEHEE
AL

¥8: 162140117
#HE: FRE

631 B PagoRank (UM

s Aoyl
ONITITED. KRR nclory A b o0)
e Al ATE WERRARSNS

EPARIATIASSNDISS  peurstaea
z tn,

e S AR 5

SHAGARERDE. bl RS

A AR asamRan, 0

MEARERNE. NBAGORIT

SXIRBARRNAS (NI -

foen o ansarziga
PR

wisanmsanueanzn

P ]

[T —

et oot TR Sranen

KeREES. symesaEze. aRmATAENI. rRRErE

AGE s BUISIIARY N ORARANTARTUR. NG
i ity

e
HSRATE Ptat 25
ANARARERSE. BRAE.
s AmansTATESL
AR POTRRNRERLABRNAR
e

632 WHIAE

sumoneann rxan
AENSINTAREA, AHGAT
DanTRE wERazSD AR

B G Rt

XA pmER SRR TAR
KSTENARLERE SRAASE, AR ATRETABATHE
SUNRIDEES IR . TAIANARE

T ——
TAnanax BIGARE R

1
T EAARGE. :
72wk »
e n
sae »
e »
B W

weer:
ATAEET uAAG) SR 92 RRSRSS AR

A SATHARACARNLLL .

sunurnsanEATRAzE 5
suntaraRsATHE wen

asvessane Co nant
ey

e e

6.4 MBI

smnmea—x aTae
Numm nasnas

P e

EAmRRGRG AHBARAT

Hampanwane, Guoasa

B s
s

e om—
e AR AT
R En e, LTS

ekl (ATRE) . EOBRS

e SRR EERASR
Ao Ry
aman

RoiRan amieasa
=

e E

Rerg e, B8
&

S sezammuRaREsn A%
momLRE. ANTE, FRRREL
RaduR. AAMRRARR AT

CDCL: Community-aware Graph Contrastive Learning For
Social Media Bot Detection

BaEnEs sy a0, R

1 mE EBAmE AT 20E BABN

MELSHAERONL HSNS B waRS SEAEMETED
ARHESENERSE. ORNM [Hisr AAESARKWERL

s
ANZHER WAAVARIGRTE  Arawioon 5 ARAS. 48
e ERACSBALALOTETR ar%. 4znBACRATEIES

warrEs

oo, Tz, 4 B
ERANNRREA L A
RauER TRGALN SRz

i

JErazaase (e
) nk kA
Warwy AAEnnRoR I

o mnas R
Th o

ane. ane
Frectrett ey

AL wesaazn
A0 AR S LR,
AR IRRAABA L0
BFRILIMATE (unw KIPR

T2 RN AR

il anzs. nasrmeanan
e

TLLEBHERANE o e
zmﬁaxﬂu-unuiln

D
xzan TRERATE Ll nnsheRAT R,
RERRALIRATRLENR 28 Seaesvesanes shaek
RABAGRSARERETLOT. nEue Gunn. man B0R
GRLTEREAARE-WRXNA  pinuxen. DRRGRRASES
BLSRMRARAS froe. RARE & mASARETRL BN
b NSTARN o BARS iz aEkaznAR. B
Amame T 25k

R o R 15
ey n;nn;-nm
BMERATAR . ERARAN.
UBETAR RAZAHRETA S
iz

AT SRR &
4y

Wad k. FAZRRENAAEX

simenumaezan i tassoas
aARazanEans. SEnARRRRANRRROE
Euimacainsenun. 81

DenERmL CxexaRasn

@ amaxerwancRaza. 3 3 meTH

a

A7IaaRaRSTAIN BAS 31 Twiter-bot Detection

Exxsanazasiase v
ianuan

E vy
e wAT TSR
anmuwlnx-ls e
ancewianany. skosen -
HARINVAMNCUTSA 578 ST msimsangueRinn
Hm.,w_,“_ p AosATeeRGnEL GaTex
as7-1E8%

& emiasaners

ax on o

AumAERE oRER

‘*"""'..w.., - B anRasaRAN AR
SREGL N REAAR, T

e, G AN TRALAIOR S R ey

ARESRSA SR ALRANAN

-- xll»l»l:mzt«n z e et

R EANARLENT  dnsxaanasnsanmusnr
e et

EhuuRGe ERERNE. A% R

AR R () &

ARAT b (RAKRRNE

e
adzh;
St o | e

s, penaas anaranee
SanasnnmAnm aEE  CRSANTES

REnZkh REDRAERR. 5| Fore
RarkLhunmEna GOLE  EARENAN,
Renanxn BuEAREARSE

srsammomac,

ETRARS, Vs Tk FARE
BaLeAzE o xnaREE
(0, PR, REZRA
K. REGANERRSREAERRR

N
32 Contrastive Learning
ruranssasseanes

AT TART SRR, o &
Anmw\xlu-uu n

)

(soae(e). axxn@RTRARLE
e
BERBNNBTARREY - (o) -

73 R

smanzsamEnean. AE
BTSNGREIANRRS 5TAL
sasns ke s
Fuzezszass

o AR, S
e, et hREATED
SRR (TEINR) SRR
u

o cou o o smsmm

X, BamARE. RRXBXN

e
. ooz s wa
TR ATT. HERARER

e TaRa Tennann

o an
i o A

Pttt
Taz TRGNRENTEEIA

prey

e RSN
¥
1=

5. WEMRHSEEN G

ARKALIRE e T
soenes smmins i
1 Ty
S wmhmnes rexass
e asmsceTaneRReL
vty

RTRRER SRR,

_ﬂb =

~tamanEs. RumARENE

o gluunmuﬂm
Xxnvanom wauEcon

Tana AumsRARAL
aumnasannLn 1
FANRTRREREAREABA

o R anan) i wED

s

covmzn. wens. maE
sanmsnmn wroereNnn

8F¥INENRE (o 2
bt SRRRRSRS, A4S
g anasReRK, AARRE
A2 MR Tt 1
YR AnRRS, ¥8ARTAR
= aEnmis rsnR G
s m Nasins
FERENDORRARHOIARE
oI T R RAREERADR
RABARGS. SRERUNGT

e
iz coc mu Xz
ARERBATHE TRRRR LR
aaTessaminetaaty
EAInARAA e RRERE:

son uxmns-sen a2

[T -
6. RERA
s s coc
ax. LRaERrBS, ~RRTRE

5 REaay weas
HAHERRE R o B

RARREETRA, AR

61 HERN

umannnn TR RNy

aanamnas cxsein

[
$ANG. TR LERRABLE.

s11gE

wasaT-ranes 0
En s samnazen

un. izunmwnen, 4%
amans XEnaTE. boTi
SAMAR. o DANRNAE.
oA

SRRGINRLR. TR

Vangazy
prrprer

prerpteerrres
HITARER, USHTARLARL

Petteiryrers

SRR, A
EEIin wEieBAnLS. &
ety

8.8

arsanas. amsaARY
TERDEUTIRANR. AT
5 s snnann anss
Wine, AMEZREREN RHA

ARBAGH ATRABE

o BHIR

axamer smusanie
e, s
Eavanvacisasaone
Esarakss waszesren
aunage S1RARMERTA
HEREAREEBAREARR TS
WA, AEAERATT 358
Aeeraza was7agxeR
aTeusaan o masa
suasn

i
(-leg Rasentanon

21 RRERANY

m2-uesa SAREREE
Srewn . EWEE RN

Losmn RamSOARTAR AN
fRest e

Py
[

ArarEnEn ERRSRSARAR
WaRALTE pECASRIARE
2708 AmERHBRTAnALE
4 AnsEeauNaRDL. IX
sttt

T FANE G UAANTE
uRT AT, A
axn. or

erifwarnin
ERSAXK. ARNAT AR
AT AR NARIRAS

J—— a2 aKERReE
ASNR DA, Haws
2 inanuannu s
Dk NAALAARCINS . AEAR RBRH T

aanzan GenmRoNL
anpancaxRnsNY ANE
ANBARAW SRR

aunn asn 05k
asr AwLnaT
-..7“"’:“;“(.”“‘ i

623HAERSHARE

s
n 1nmvmmwnmnml
e riman

prorriete
-nlnn‘xmmwmin i

a7z,
T mmmmaens zaAT
snaEiRans, 20

s 45 an0sns,
it erk i

P

e e
B8 W TIARRRNG i
imaa.

XM RS R
axrasxsenin <08
Toiwero n
AnRAAR S RATRAEL

SuRRE NS RLTRANBR
ai

63 ML

TnazzEmANG, ERNRE
WRATAEAR LA 8. B
EREASHERBARN AN REA

ettty




HREFI: BEHEHSEHER, EZHES AHELR

. P
\ e
\@ /

contrastive learning
on hard samples

. - push away
community a community f3 : hard negative samples
— ° 7~ g
o ° \ el TN N .
7 A ' ' = [ & 7‘ .
@\ T \ , /@ 14
@) [ &) | . @)
( / ( t = ° “pull closer
Y / ’ l ’ I > .\ _hard pos1t1ve sample
0l @
2 )~ . —_
[
[
[

community-aware hard sample mining



CACL Community-Aware Heterogeneous Graph Contrastive Learning for Social Media Bot Detection

Community-Aware Module

Q=% (m~ ="
- ]
\f/u% ﬂ%‘ | «a user I
@ =2 | ;i@ e !
#y ET_:T 0( ) : edge :
:\5 m«f‘ y%\%_;@ R
b 7% (=== -
g“&";"ﬁ m\é g |O human :
< bot |
Heterogeneous Social Network G I_"_ _
{-—:—J—__ ____ S
f v TS - |
1 . | I§| ,{i\ | |
1! /Q At I |§’51|:'| }___g_f}.l
3 s 1 1881 | 8 e 1)
1, 2~ ™\ 5 |
Ix, ' ,/’5| I I Communlty||
I I Hg"'e\ 1 Y77 | Detection 21
e/ mi 1 ==E=ElL
1 — =N | — hY l
' AT
Il 1 Extract I |§; EY
| lusergraph G, | | =17 éS: M
I P11 ek 1y
! \ o ~=d N\ Prediction J
ool oo -

Subgraph
Pool P

,-----------------------‘

Graph Contrastive Learning

v

PeoH
uondafoag

Tl CELEEEEE T Tl

PEOH
uopdafoag

Z“

positive pair ---->

negative pair <-->

Supervised
Contrastive Loss

-

T = A
- T \
o \\
ol S Heterogeneous
a Mutual Attention -
= Layer e 2
matched graphs s QE [}
8= © w
:':/ Heterogeneous § E
G 1—_-_‘5‘:' Message Passing =5
4 =g ._-_./ \ Layer °
~ B |/
k = = Q 4 )
rA . [C @ 7] feature shifting \l
I N;legt:?:s — pmdicted Edgl‘ Weight Share
| @ | synonymy substitution )
T o o o e e e -
G2 \ Heterogeneous
'H""’ -1 Mutual Attention -
Bw Layer ?,;g E
matched graphs == =2
P - [ 52
2 Heterogeneous g‘- ,E
Goub \ pt (= Message Passing 5B
B r:i:l@...__/ Layer |/
% =Y e U A )
Y I S S S S S I S S S B S S S S S S S e e S . ..

_—————————————————’

|

XL TR B ST LELEta s

RLARGNNsEEEEEE, REEEHXBEMEENDNERILZEIMESR,
FEEIEEMHRZMEHTHREN, E1EENERFEHTHLSES, BAERIINRANIRAIEED.

]




CACL:

1t B So A 3k

Community-Aware Module
0= ok
[ = | ﬂ--..p'fe.
G, o N user 1) 4
!/.m \@ :’ﬂw U : / \ /
oin B - & yﬂ g text : !\9
\Agy\a vy LTI g
& & = ———
%, ”
"‘/m...\ X E |8 human ?\
w08 I I =
‘ & pot | E-—% /
Heterogeneous Social Network G I_'_ —_— I J
B—
—_—— e ——
______ A =N ,§g ’ = N I et
= g [ ]
1| = a ! _"_:J ,!/-g 5 : I °
I _’I E & | —l 22— ,I:/ﬂ" :
s 1 1281 1 s = 1] B
. , /._HI (R I Community I |
“‘-ﬁ-—ﬂ\ 1 S =7 | Detection II I :-'--
a1 4 ===z N/
N A | 9\”_%
Extract |18 gli:’ I :‘__g_-el Xy :
usergraph G,, | | g'g-' | O~ I I Subgraph
b ek peal P
_____ o ow=d N _regicﬂm_‘l J [

AR B A 5 st KA A R P B 3

AT AL X

&) AA¥ K E@IRA H AKX 2 #‘J ¥

P B Ay AR TR,

e o B AR 54 AR A

> AR B AL 25 A K 28 T
A, BEBELEMEEUART &

AERER I X

. T AU 35 52 2 B 45 44 69 1R

b 52 3] o ag B 3 AR

M i 37 6



CACL: Bzt 3 42 4

Graph Contrastive Learning

7
[ = )
I Gsub :l’\\gzl Heterogeneous
| a Mutual Attention -
= Layer ]
R .
4»{ matched graphs == B
o
B L
I = x/ Heterogeneous ::.’7 E
I Gaub \_7§‘:' Message Passing = E
4 s IS \E Layer
| ="
\_ - J
|
——————————— N\
I rA . [T@7] feature shifting I
| Augmen redicted edge i
I Methods ™ P 2 o Weight Share
| @ 7] synonymy substitution )
I N e ———— -
1 )
.. 55
G / Heterogeneous
| !\a Mutual Attention =
Bs Layer Z u%
|  matched graphs sy E (2
= B g
I l:lx/e Heterogeneous % E
I | gz \-_7 (= Message Passing 5B
I L I 5 Layer
\ =" =3 )
\

PEdH
uondadfoag
CN I

PEOH
uondfoag
w s

positive pair ---=>

@ | negative pair <€-->

Supervised
Contrastive Loss

> AR B EAAEA (»GAT. SAGE. HGT)
AN/ FRTEAELE, RERABR XA
B B AT AE R T

> AL Em. AP Ak, LAEE=
B, AT EE WM BT,
PageRankX‘f T RfEE R E K.
WordNet#t 471 L8] -4, 5% I 3% 3%

™
AT
AT

L S S —



CACL: ztibin £ & £

push away
hard negatlve samples

7 >
-<_-> ‘ .
I
t ) TJuil closer . °
hard positive samples
\ -----
,\ I

A\

S IE N IEAA, RTHES

v EVal S?’ 1 —|_
l al a2
Sfe f 6cos(z: )
poOSi 1 cos(z01,291:2)
S; py 51;]'6 J
2
v;€V31,2
nega __ 1 8 cos(zX! z?1’2)
5 ij€

RAF A



CACL:

CACLEZ ERFAZEA ML ENE T Fa 3, XEWHTLF
3) Aeit R 4L 3 A 8 T GNNsAE A & 4F Mo dh 32 9 &5

~
—

= S IQGNEG)

Method Cresci-15 Twibot-20 Twibot-22
Accuracy Fl-score MCC Accuracy Fl-score MCC Accuracy Fl-score MCC
BotRGCN 94.71 95.85 89.06 84.43 85.79 67.17 73.90 48.30 31.01
DeeProBot 72.35 81.61 44.26 77.34 80.32 54.40 74.11 12.73 14.12
RGT 96.27 97.04 92.25 84.02 86.07  68.08 74.49 45.36 29.64
EvolveBot 92.18 90.07 7297 65.83 69.75 30.79 71.09 14.09 13.38
SimpleHGN 93.13 94.68 85.91 83.93 86.33 68.40 72.53 49.59 30.74
RoBERTa 97.01 95.86 89.55 75.55 73.09 42.15 72.07 20.53 19.35
BGSRD 87.78 90.80 74.92 66.36 70.05 32.28 71.88 21.14 20.32
SATAR 92.71 94.55 85.61 84.02 85.74 67.83 / / /
GAT 93.52 94.99 86.78 82.24 84.93 64.95 74.17 43.75 28.12
+CACL 94.51 95.42 88.71 83.52 86.39 68.56 74.50 44.27 28.94
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CACL: Community-Aware Heterogeneous Graph
Contrastive Learning for Social Media Bot Detection

@ Python application Configure

Create and test a Python applcation.

CACLis a Cs ity b
bot detection.

Contrasti i
Graph Learning framework and we apply it to social media 4 oiongo P

Build and Test a Djange Praject
The implementation of CACL is mainly based on Pytorch and Pytorch Geometric AP
More workflows Dismiss suggestions

Overview

The steps to reimplement this work mainly contain:
« Data preprocessing

© Three datasets are used and programs for preprocessing can be found as predata_{dataset nane}.py .

© Just download the datasets and change the file paths augments.
« Pretrain

 Community-aware module is employed to perform community detection and link prediction, which needs to
be pretrained to prevent cold-start probler.

& Simply change the preprocessed data path augment and use pratrain.py
o Train

5 After obtaining preprocessed data and pretrained community-aware module weight, use train.py to train
the full model.
© Hyperparameters can be adjusted in the function super_paranent_initisl() in utils.py .

* Test
After training the model using train.py . the test results will be shown and saved.

Datasets

We have used three datasets thraughaut the entire work. You may need to contact the author to get access to some
of them.

® Cresic-15 [paper] [dataset]
o Twibot-20 [paper] [github]
« Twibot-22 [paper] [github] [dataset]

« Other datasets may be helpful [web path]

Training details

Using dataset Cresci-15 and backbone HGT for example.

« Pretrain the community-aware module

python3 pretrain.py --dataset crescils --basic_model HGT o]
« Train the CACL with HGT

python3 pretrain.py --dataset crescils --basic_model HGT --max_error_times 5 o]

Here are some key options of the hyperparameters

* basic_model : CACL framework support 3 backbones as the convolutional layer including GAT, SAGE, and HGT.

* num_layer : the layer number of the convolutional network, we use 2 by default.

o 1r_warmup_epochs : during the initial training warm-up phase of the model, we increase the weight of the
contrastive loss, aiming for the model to quickly find the optimal point

+ max_error_tines : we use the validation dataset for early stopping.

o cluster ; we implement severa| cluster method for community detection, we use randomwalk by default.

The details of other optional hyperparameters can be found in the function super_parament_initial() in utils.py

Citation

Please consider citing the following paper when using our code for your application.
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CACL: C ity-Aware Heter

Graph Contrastive Learning for

Social Media Bot Detection

Sirry Chen**, Shuo Feng**, Songsong Liang®, Chen-Chen Zong®*,

#Nanjing University of Aeronautics and Astronautics
“The Hong Kong Polytechnic University
{sirrychen,pjli)@nuaa.edu.cn

Abstract

Social media bot detection is increasingly cru-
cial with the rise of social media platforms.
Existing methods predominantly construct so-
cial networks as graph and utilize graph neural
networks (GNNs) for bot detection. However,
‘most of these methods focus on how to improve
the performance of GNNs while neglecting the
community structure within social networks.
Moreover, GNNs hased methods still face prob-
lems such as poor model generalization due
to the relatively small scale of the dataset and
over-smoothness caused by information propa-
gation mechanism. To address these problems,
we propose a Community-Aware Heteroge-
neous Graph Contrastive Learning framework
(CACL), which constructs social network as
heterogeneous graph with multiple node types
and edge types, and then utilizes community-
aware module to dynamically mine both hard
positive samples and hard negative samples
for supervised graph contrastive learning with
adaplive graph enhancement algorithms. Exten-
sive experiments demonstrate that our frame-
work addresses the previously mentioned chal-
lenges and outperforms competitive baselines
on three social media bot benchmarks.

1 Introduction

Social media bots, widely found within social
networks, are software systems designed to inter-
act with humans (Orabi et al., 2020), .., 9% to
15% active users on Twitter exhibit bot-like behav-
iors (Varol et al.. 2017). Although social media
bots have brought convenience to people’s daily
life, including news broadcasts, online customer
service, efc., their negative applications, such as
online disinformation (Cresci et al., 2023), election
interference (Cresci, 2020; Ferrara, 2017), extrem-
sm advocacy (Berger and Morgan, 2015), scem
to be more widespread and absolutely cannot be

* Equal contribution
¥ Corresponding author.

commnity @ commun

contrastive earning
onhard samples

community-sware ard sample mining

Figure 1: Tllustration of considering diff-class nodes
within one community as hard negative samples while
same-class nodes between communities as hard positive
samples. Based on these, graph contrastive learning is
employed to push hard negative samples away and pull
hard positive samples closer on the hypersphere.

overlooked. To solve the above issues, numerous
methods have been proposed to detect social media
bots efficiently.

Existing works for social media bot detection
primarily consist of feature based and graph based
‘methods. In recent years, because feature engineer-
ing (Yang et al., 2020; Feng et al., 2021a; Dehghan
et al., 2023) has been proven to be incapable of

the challenge of (Feng
ctal., 2022b), graph convolutional neural networks
(GCNs) (Kipf and Welling, 2016) based models
have been designed to leverage graph structure in-
formation. While homogencous graphs (Alhosseini
et al., 2019) fail to model diverse relationships be-
tween social accounts, such as following and com-
menting, methods based on heterogeneous graphs,
e.g., heterogeneous GCNs (Zhao et al., 2020), rela-
tional GCNs (Feng et al., 2021¢), relational graph
transformer (Feng et al., 2022a), etc., can better cx-
tract node features by capturing information from
various types of relationships.

However, most of these efforts primarily focus
on improving the performance of node feature ex-
traction by designing sophisticated GNNs, while
neglecting the inherent characteristic of social net-
works, i.c., social networks naturally divide into
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